
Web of Things API
Owning home automation via HTTP



About myself
Christian Paul

● Open source enthusiast
● Web developer
● Information Security guy
● Working in Vancouver, BC
● Plays with IoT as a hobby



What IoT device to start with?

● Fridge?
● Thermostat?
● Cameras?
● Locks?
● Voice assistants?





What series to choose?



An app for everyThing



Where is the data stored?







Data “Takeout” from a TP-Link light bulb



Data export

Start: 2018-02-21

End: 2018-11-07

Duration: 259 days

Events: 1334

● Which colors I liked
● When I was home
● Login times of my phone
● When I went to sleep
● How long I slept
● When my roommate was 

using the light



Vertical IoT technology stacks





The issues

● Varying network protocols
● Varying application protocols
● Varying apps per vendor
● Most apps are only available for Android and iOS
● Most apps are only available on the main app stores
● The vendor’s cloud stores all events
● Price is high; Resale value is low



Horizontal Web of Things layer



Using existing protocols
Transport

● IP stack
● HTTP
● HTTPS
● HTTP/2
● Websocket

Best practices and data formats

● Semantic web
● OAuth
● JSON (with JSON Schemas)
● REST API
● Websocket API
● DNS-SD



What it looks like (simplified)

GET http://192.168.0.31/things

Authorization: Bearer eyJhbGciOiJFUzI1NiR5…

Accept: application/json



What it looks like (simplified)
{
  "name":"On/Off Switch",
  "description": "A web connected switch",
  "properties": {
    "on": {
      "title": "On/Off",
      "type": "boolean",
      "description": "Whether the lamp is turned on",
      "links": [{"href": "/things/lamp/properties/on"}]
    }
  }
}



Pre-defined things (Mozilla’s schema)

OnOffSwitch, MultiLevelSwitch, BinarySensor, 
MultiLevelSensor, ColorControl, EnergyMonitor, SmartPlug, 
Light, MotionSensor, DoorSensor, TemperatureSensor, 
LeakSensor, PushButton, Camera, VideoCamera, Alarm

Source: https://iot.mozilla.org/schemas/



Things and controllers







A gateway



Benefits of a gateway

● Easy setup for new controllers
● Manage access
● Bridging local devices
● Bridging protocols
● Automation
● Device monitoring
● Controller built-in
● Remote access

















Ways to get started

Try out the gateway:
https://iot.mozilla.org/

IRC: #iot on Mozilla’s IRC Moznet

https://iot.mozilla.org/


Thanks for your attention!
My name is Christian Paul and I am a web developer.

Email: christian@chrpaul.de

Other ways to contact me: https://chrpaul.de/about/

Useful links (and the slides at some point):

https://wiki.chrpaul.de/web_of_things

mailto:christian@chrpaul.de
https://chrpaul.de/about/
https://wiki.chrpaul.de/web_of_things

